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Abstract
Despite significant research in adversarial examples, even the best language models
today are still vulnerable to various types of textual adversaries. In this paper, we
examine the relationship between word-scrambled paraphrase adversaries and other
types of textual adversaries. Our experimental results show that distinguishing
semantics between word-scrambled paraphrase adversaries during pre-training
leads to robustness against other forms paraphrase adversaries in downstream
tasks such as question answering without significant penalties in non-adversarial
performance. Based on our empirical results, we suggest using an adversarially
pre-trained version of Bert for public deployment.
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Introduction

When trained on natural datasets, deep learning models are vulnerable to adversarial examples.
Small perturbations in the input of a model can lead to drastically different outputs. Most research
in adversarial examples have focused on images, where the domain of inputs is continuous and
adversarial examples are easy to generate using gradient descent. The same phenomenon also
occurs in deep learning models for natural language tasks. Even the state-of-the-art natural language
processing (NLP) models degrade in performance when presented with adversarial inputs [11, 8].
Unlike adversarial inputs for images, adversarial examples in NLP are more challenging to generate
as text lie in a discrete space where small perturbations such as character or word replacements
can be very noticeable and can drastically change the semantics of a sentence. As a result, many
white-box methods such as [16, 2, 17] have focused on adversarial embeddings as inputs rather than
raw text. Several black-box adversaries have been proposed including concatenation adversaries
[26, 9], edit adversaries [15], and paraphrase adversaries [30, 6]. However, these adversaries are often
task-specific, relying on properties of the task to generate them. For instance, question answering
systems may face concatenation adversaries where distracting phrases which are lexically similar to
the question are appended to the text. Similarly, when creating paraphrase adversaries, distracting
words surrounding incorrect answer-candidates may be added to the question. When posed with
adversarially paraphrased questions, state-of-the-art question answering networks such as Bert drop
in performance by 25 − 45% [6].
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The current state-of-the art networks in NLP operate in a pre-train and fine-tune paradigm. Large
neural networks are pre-trained on a large dataset as a general-purpose language model. The pretrained network is later fine-tuned using a smaller dataset to a specific task. Under this paradigm, the
language representation learned during the pre-training phase transfers to yield superior accuracy and
training speed during the fine-tuning for the target task. Given that general language representations
can be learned once and applied to several tasks, the question remains as to whether adversarial
robustness can also be learned once and applied to several tasks.
In this paper, we examine the relationship between different types of paraphrase adversaries in NLP.
We empirically evaluate how training on one type of paraphrase adversaries transfers to robustness
against not only different types of paraphrase adversaries but also when performing different tasks.
Our contributions are summarized as follows:
• Proposing adversarial pre-training with paraphrase adversaries to the pre-train/fine-tune
setting.
• Empirical evaluation of how pre-training on word-scrambled paraphrases affects robustness
against other forms of textual adversaries.
• Empirical evaluation of how robustness against paraphrase adversaries transfers across
domains and tasks including question answering, natural language inference, and sentiment
analysis.

2

Related Works

Our work builds upon rich literature on adversarial examples in textual machine learning models.
In this section, we focus on the core models and adversaries used in our work. We refer interested
readers to Zhang et al. [29] for a survey on adversarial examples for deep-learning models in natural
language processing.
2.1

Pre-training Neural Networks

Pre-training neural networks is a popular technique for reducing the training time to solve similar
tasks. During pre-training, a single model, typically transformer-based [25], is trained to do a few
specific tasks over a large dataset. After the pre-training procedure is completed, the same model
is duplicated and fine-tuned to specific tasks. Despite the discrepancy between pre-training and
fine-tuning tasks and datasets, this technique has been very successful in applying neural models
to natural language processing (NLP). In NLP, one large model is pre-trained to understand the
semantics of a language and then fine-tuned with additional layers for specific language tasks. A
single pre-trained model can be used as a starting point for a variety of tasks such as part-of-speech
tagging[24], text classification, machine translation[3], and question answering.
Bert [4], by Devlin et al. from Google AI, is a pre-trained bidirectional transformer model used
for NLP tasks. Devlin et al. pretrain Bert at performing two tasks: Masked Language Modelling
(Masked LM) and Next Sentence Prediction (NSP). During the masked language modeling task, Bert
is fed tokenized sentences with random tokens replaced with a mask token. It is then trained using a
cross-entropy loss function to predict the masked tokens. The goal of this pre-training task is to train
Bert to understand semantic relationships between different words in a single sentence. To ensure
Bert understands relationships between sentences, Bert is trained on a second task, next sentence
prediction. For the next sentence prediction task, Bert is fed two sentences and is trained to identify
whether the first sentence is likely to preceed the second sentence. Despite Bert being trained as a
general-purpose NLP model, it became state-of-the-art at several tasks upon its release. The best
models at the Stanford Question Answering Dataset (SQuAD) are currently all based on Bert.
Recent works [11, 8] have shown that even Bert is vulnerable to adversarial examples. However,
several methods have also been proposed to improve the robustness of Bert-based models [31, 5, 10].
Zhu et al. [31] propose FreeLB, an adversarial training method which both improves the accuracy and
robustness of Bert. By leveraging the "free" adversarial training strategies [23], FreeLB adversarially
trains Bert during fine-tuning using PGD iterations. However a drawback to their approach is that it
is only robust against adversarial word embeddings. Black-box adversaries such as concatenation
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Sentence 1: He was born in New York City in East Broadway on October 23.
Sentence 2: He was born on 23 October in New York , East Broadway.
Relationship: Paraphrase
Sentence 1: Revco was subsequently acquired by CVS in 1997 .
Sentence 2: CVS was acquired in 1997 by Revco.
Relationship: Nonparaphrase
Figure 1: Two examples of word-scrambled paraphrase adversaries from the PAWS dataset [30].
Word-swapping leads to both paraphrases and non-paraphrases which are challenging for models
trained on other datasets to distinguish.

adversaries and paraphrase adversaries may not necessarily lead to the same type of adversarial word
embeddings.
2.2

Paraphrase Adversaries

Due to the nature of natural languages, paraphrase adversaries cannot be generated in the same way
as adversarial examples are for image classification. As a result, generating paraphrase adversaries
has thus far depended on human generation [27] or human labelling and verification [30]. Moreover,
the type of adversarial paraphrasing can depend on downstream task.
Zhang et al. [30] from Google AI develop Paraphrase Adversaries from Word Scrambing (PAWS), a
dataset of paraphrase adversaries labelled by humans. Unlike existing paraphrase datasets, which use
back-translation to generate paraphrases with the same label, PAWS consists of sentence pairs which
have a very similar set of words, but may not necessarily be paraphrases. Using Quora Question
Pairs and Wikipedia as source texts, they generate paraphrase adversaries using a combination of
word-swapping and back-translation. Humans are used to label whether each pair of phrases have
the same semantic meaning. In their experiments, they discover that models trained solely on Quora
Question Pairs (QQP) perform poorly on PAWS but models trained on both QQP and PAWS perform
well on both.
2.3

Application-Specific Textual Adversaries

Jia and Liang [9] are one of the first to evaluate adversarial examples in the context of question
answering. Jia and Liang generate adversarial examples by appending adversarial sentences to the
question answering dataset SQuAD which are lexically similar to the question but semantically
different. Their process consists of generating new sentences by concatenating an altered version of
the question along with a fake answer to the source document. In their experiments, they discover that
the performance of bidirectional attention flow (BiDAF) models as well as long-short term memory
models (LSTMs) degrade when adversarial sentences are appended to the text.
Gan and Ng develop a paraphrased SQuAD dataset [6] which contains two sets of paraphrased
questions from the SQuAD 1.1 dataset. The first set contains non-adversarally paraphrased questions
generated by a paraphrasing transformer model and verified by humans. The second set contains
adversarially paraphrased questions which are manually created by adding context words around
wrong-answer candidates into the question. These questions are adversarial as many NLP systems
overly rely on string-matching when performing question-answering tasks. They discover that stateof-the art question answering networks such as Bert and DrQA perform moderately worse when tested
on non-adversarially paraphrased questions and significantly degrade when tested on adversarially
paraphrased questions.
Minervini et al. [15] develop edit adversarial examples for natural language inference (NLI). By
applying perturbations such as word swapping to text, they create adversarial inputs which maximize
the probability of violating first-order logic rules for NLI, shown in Table 4. They also found that
adding adversarial regularization to the loss function improves the robustness of various models to
first-order logic adversaries.
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Paragraph: “The collection of drawings includes over 10,000 British and 2,000 old master
works, including works by: Dürer, Giovanni Benedetto Castiglione, [...]. Modern British artists
represented in the collection include: Paul Nash, Percy Wyndham Lewis, Eric Gill, Stanley
Spencer, John Piper, Graham Sutherland, Lucian Freud and David Hockney. Approximately
over 60000 Australian drawings are included in the V&A collection."
Question: “Approximately how many British drawings are included in the V&A collection?"
Correct Answer: over 10,000
Incorrect Prediction: over 60000
Figure 2: The orange text is an adversarial sentence added to a context paragraph from the dataset of
Jia and Liang [9]. These adversarial sentences lead to incorrect predictions by state of the art neural
networks which may overly rely on string matching. In this example, a model may match the string
“drawings are included in the V&A collection" from the question with the adversarial sentence.
Paragraph: “Oxygen was discovered independently by Carl Wilhelm Scheele, in Uppsala, in
1773 or earlier, and Joseph Priestley in Wiltshire, in 1774, [...]"
Original Question: “In what year did Joseph Priestley recognize oxygen?"
Correct Answer: 1774
Adversarial Question: “In what year did Joseph Priestley discover oxygen independently?"
Incorrect Prediction: 1773
Figure 3: An example of a prompt from the SQuAD 1.1 dataset and a corresponding adversarial
question from Gan and Ng [6]. Models which overly rely on string matching will produce an incorrect
prediction of "1773" rather than the correct answer of "1774."

Table 1: First-Order Logic Rules for NLI
This table presents a list of first-order logic rules for text entailment classification. Minervini and
Riedel [15] generate adversarial examples for natural language inference by focusing on perturbations
which maximize the probability of a model violating these rules.
NLI Rules
> =⇒ ent(X1 , X1 )
con(X1 , X2 ) =⇒ con(X2 , X1 )
ent(X1 , X2 ) =⇒ ¬ con(X2 , X1 )
neu(X1 , X2 ) =⇒ ¬ con(X2 , X1 )
ent(X1 , X2 ) ∧ ent(X2 , X3 ) =⇒ ent(X1 , X3 )

3

Method

To improve the performance on downstream tasks when posed with adversarial paraphrases, we
propose adding an additional pre-training step to NLP neural networks. By pre-training Bert on
word-scrambled paraphrase adversaries, Bert learns to rely more on word ordering to identify
semantic-meaning. This results in less string-matching when performing downstream tasks such as
question answering.
3.1

Adversarial Pre-training with PAWS

Our method is to extend the pre-training of Bert with word-scrambled paraphrase advesraries. In this
step, we propose using the PAWS dataset [30] to augment pretraining. The PAWS dataset consists of
word-scrambled pairs of sentences generated through word swapping and back translation. The pairs
of sentences are then labeled manually by humans who identify whether they have the same semantic
meaning. Google provides three versions of the PAWS-Wiki dataset: a labeled dataset generated from
4

Figure 4: A plot showing the training loss of the baseline Bert model and our PAWS pretrained Bert
model on the SQuAD 1.1 question answering dataset. Our additional PAWS classification pre-training
does not significantly impact the fine-tuning speed or performance when fine-tuning for question
answering.

both word-swapping and back translation, a labeled dataset generated only from word-swapping,
and an unlabeled dataset generated from both techniques. For our experiments, we use the labeled
dataset generated from both techniques in our training. The pre-training performed in this step is
equivalent to the fine-tuning used for text classification. An additional output layer is augmented to
Bert. Parameters of the entire model are trained to classify training examples from the PAWS datset.
After this additional pre-training step, the output layer is discarded and the resulting Bert model is
used as a drop-in replacement for the pre-trained Bert model published by Google.

4

Experiments

In this section we present an overview of our experiments and our results. We test our proposed
method by augmenting the pre-training of Bert with the additional task of identifying whether two
word-scrambled paraphrases in the PAWS dataset have the same meaning. We then use this neural
network as a starting point for fine-tuning for various tasks. All of our experiments are performed
using the uncased Bert-base model which has 110M parameters. In each experiment, we compare the
performance of fine-tuning on the published Bert model and compare it to fine-tuning on our Bert
model with augmented training.
4.1

Question Answering with SQuAD

In our first experiment, we compare the performance of each model at question answering. We
fine-tune both the original uncased Bert base model and our augmented model on the training dataset
in version 1.1 of the Stanford Question Answering Dataset (SQuAD 1.1) [20]. For evaluation, we
test both models on the provided SQuAD 1.1 test dataset as well as adversarial variations of the
SQuAD dataset. The first adversarial SQuAD dataset we use is the paraphrased SQuAD questions
dataset by Gan et al. [6]. This test dataset consists of non-adversarially and adversarially paraphrased
questions. The second adversarial dataset we test on is the dataset by Jia et al. [9] which focuses
on adding adversarial sentences to the context paragraph. Although the question is unmodified,
many models give incorrect predictions when the context is augmented with an adversarial answer
candidate. Neither the Bert nor our augmented model is trained on adversarial question answering
training data so any differences in non-adversarial and adversarial performance are solely due to the
additional pre-training on PAWS. During our fine-tuning, we use a batch size of 16 and a sequence
length of 128 for both models.
5

Table 2: Question Answering with SQuAD 1.1 and Adversarial Questions
The Bert model pre-trained on the PAWs classification does slightly worse at non-adversarial question
answering but does significantly better than the baseline model at answering adversarially paraphrased
questions.
Model

Non-Adversarial Questions (EM, F1) [6]

Adversarial Questions (EM, F1) [6]

76.177, 84.683
74.294, 83.056

50.000, 55.662
58.929, 64.144

Bert
Bert w/ PAWS

Table 3: Question Answering with SQuAD 1.1 and Adversarial Context
The Bert model pre-trained on the PAWs classification does slightly worse on the SQuAD 1.1 test
dataset and when tested against the concatenation adversaries of Jia et al. [9].
Model
Bert
Bert w/ PAWS

4.2

SQuAD (EM, F1)

Adversarial Text (EM, F1) [9]

78.155, 86.034
77.815, 85.824

57.612, 65.034
55.702, 63.366

Recognizing Textual Entailment

In our second experiment, we evaluate whether augmented pre-training on the labelled PAWS dataset
yields additional robustness at textual entailment tasks. We fine-tune both the standard Bert model
and our augmented model on the Standford Natural Language Inference (SNLI) corpus[1]. This
corpus contains 570k pairs of sentences with human labels identifying the relationship between the
two sentences as: entailment, contradiction, or neutral. The goal of the model is to classsify the
relationship between two sentences into one of the categories above. At test time, we evaluate both
models on the test set of the SNLI corpus and various adversarial datasets. For our adversarial test,
we use the dataset of first-order logic adversaries by Minervini and Riedel [15]. This dataset is a
paraphrase dataset where words from each sentence are swapped using a paraphrase dictionary until
a first-order logic rule is violated. We also test our model against the adversarial dataset of Glocker et
al. [7] which swap one word in each sentence from the training set of the SNLI corpus. Our results
are show in Table 4.

Table 4: Textual Entailment with SNLI
The Bert model pre-trained on PAWS does slightly better than the baseline Bert model at natural
language inference and significantly better at first-order logic adversarial examples of [15]. Note that
the adversarial dataset of [7] are variations on the training set of the SNLI corpus.
Model
Bert
Bert w/ PAWS

4.3

SNLI Test

First-Order Logic Adversary [15]

Adversarial Word Swap [7]

89.77%
89.92%

66.97%
71.19%

92.21%
91.85%

Sentiment Analysis

In our final experiment, we evaluate how our augmented Bert model performs at sentiment analysis.
We use the Large Movie Review Dataset 1.0 published by Maas et al. [13] from Stanford. This
dataset contains a total of 50,000 movie reviews from IMDB categorized by positive sentiment and
negative sentiment. We fine-tune our models to determine whether a movie review has a positive
sentiment or a negative sentiment using the provided training split of 25,000 reviews. Then we test
on the test split of 25,000 movie reviews. To evaluate adversarial accuracy, we generate a set of edit
adversaries using TextFooler by Jin et al. [11] using their published Bert model and test against our
baseline and augmented Bert models. Our results are shown in Table 5.
6

Table 5: Sentiment Analysis with IMDB Movie Reviews
Our augmented model performs almost identically compared to the baseline Bert model when finetuned for sentiment analysis using the Large Movie Review Dataset [13]. However, our model only
performs marginally better when facing the edit adversaries of TextFooler.
Model
Bert
Bert w/ PAWS
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Test Accuracy

Adversarial Accuracy [11]

88.732%
88.512%

18.029%
19.974%

Discussion

In this section, we discuss the observations and findings associated with our empirical results. Specifically, we discuss how word-scrambled paraphrase adversaries relate to other forms of adversarial
examples in natural language processing models, how neural networks are able to transfer adversarial
robustness between different tasks, and how the accuracy of neural networks change when pre-trained
for adversarial robustness.
5.1

Relationship between Textual Adversarial Examples

Based on our experiments, we find that training on paraphrase adversaries improves performance
on other forms of paraphrase adversaries. For instance, our augmented Bert model is trained on
word-scrambled paraphrase adversaries where the order of words are swapped to create new sentences.
When tested on answering adversarially paraphrased questions, our model yields 8.93% more exact
matches compared to the original Bert model as shown in Table 2. Similarly, when classifying
textual entailment, our augmented Bert model produces correct answers for an additional 4.22% of
the adversarial dataset. These results suggest a relationship between various forms of paraphrase
adversaries.
However, our results also suggest that not all textual adversaries have an underlying relationship.
Specifically, we see in Table 3 that pre-training on the PAWS dataset does not yield robustness against
concatenation adversaries where distracting sentences are added to the input.
5.2

Transfer Learning of Adversarial Robustness

Our experiments determine whether pre-training for adversarial robustness would transfer to downstream tasks. While pre-training is well used in natural language processing in creating word
embeddings and semantic understanding, the transferability of adversarial robustness is not as well
studied. In our experiments, we train Bert for robustness against adversarial paraphrases. We observe that the augmented Bert does better against certain types of adversaries when fine-tuned for
question answering as well as when fine-tuned for natural language inference. Furthermore, our
adversarial pre-training does not significantly affect the training performance or training speed during
fine-tuning. This suggests that is it possible to achieve transfer learning of adversarial robustness in
neural networks.
5.3

Non-adversarial Accuracy Penalty

In image classification, achieving adversarial robustness leads to significant drops in accuracy on
clean data. For instance, incorporating projected gradient descent (PGD) training leads to a accuracy
drop of 13.3% when classifying CIFAR-10 images [14]. Our experiments show that augmenting pretraining for robustness against adversarial paraphrases does not significantly impact the performance
in any downstream tasks. The largest degradation in our experiments was in question answering
using the SQuAD 1.1 dataset. There we saw our non-adversarial exact-match accuracy fall from
78.155% to 77.815% and our adversarial context accuracy fall from 57.612% to 55.702%, a loss of
1.91% in accuracy. In natural language inference and in sentiment analysis, our model performed
almost identically to the standard Bert model, obtaining an accuracy within 0.3% in each showing
that pre-training does not significantly affect non-adversarial accuracy.
7

5.4

Limitations

While our experiments are intended to identify the relationship and transferability of paraphrase
adversaries, there are limitations to our proposed approach and our experimental results. First, we
only train on the Bert network as most state-of-the art results are obtained from variations of Bert.
While we believe our results would apply to extensions of Bert such as Albert [12], additional
experiments will need to be performed to determine if other transformer networks such as GPT-2
[18], XLNet [28], and T5 [19] would benefit in the same way from pre-training. Our method would
not apply to task-specific networks such as BiDAF [22]. Secondly, we only test on publicly available
datasets of adversarial text from black-box attacks. Additional reserach would need to be performed
to see if our results hold for white-box adversaries [21] which generate adversarial examples by
taking a gradient through the neural network.

6

Conclusion

In this paper, we propose pre-training with the PAWS dataset to achieve greater adversarial robustness
against paraphrase adversaries. We conduct numerous experiments to empirically evaluate the amount
of adversarial robustness that can be achieved in the pre-training/fine-tuning paradigm. We test our
pre-trained Bert model against various forms of task-specific black-box adversarial examples and
observe that our model outperforms the baseline non-adversarially trained model against various
paraphrase adversaries while maintaining similar accuracies on clean test data and other forms of
textual adversaries.
The results of our experiments are several-fold. First, we find that there is a relationship between
word-scrambled paraphrase adversaries and other forms of paraphrased adversaries. Second, we
observe that adversarial robustness acquired during pre-training transfers to adversarial robustness in
downstream tasks despite additional fine-tuning. Third, adversarial pre-training does not significantly
reduce accuracy after fine-tuning with a non-adversarial dataset. These three results suggest that pretraining neural networks using out-of-domain datasets and tasks may lead to adversarial robustness
even when adversarial training is impossible using the training data for the target task.
Future work will focus on different types of adversarial training. Training against other forms of
textual adversaries such as concatenation adversaries and white-box adversaries may yield better
performance against a larger variety of textual adversaries. Additional experiments with different
types of adversarial pre-training could better classify the forms of adversarial attacks between
different NLP tasks. Whole document paraphrases may prove more challenging to protect against
than word-level paraphrases for tasks such as topic modeling.
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