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Abstract
Two major undesirable characteristics of deep
neural networks are their vulnerability to adversarial examples and to catastrophic forgetting. While
both characteristics have been independently studied in recent literature, few have examined the
relationship between them. In this paper, we
empirically evaluate the relationship between robustness to adversarial examples and robustness
to catastrophic forgetting. We examine whether
there is any interaction between some of the most
common techniques in each area: projected gradient descent (PGD) and elastic weight consolidation (EWC). We also evaluate whether combining
these two strategies by using PGD adversarial
examples in EWC, a technique we call adversarial EWC (AEWC), can help mitigate catastrophic forgetting of adversarial robustness. Our
initial results suggest that PGD adversarially robust models are equally vulnerable to catastrophic
forgetting, EWC can be combined with PGD to
preserve PGD adversarial robustness in the continuous learning scenario, and AEWC does not
provide a consistent benefit for mitigating catastrophic forgetting of adversarial robustness.

1. Introduction
Typical human learning follows a life-long learning scenario,
as humans learn to do numerous different things throughout
their whole life. In machine learning however, artificial neural networks are expected to perform only a single task and
often are unable to learn how to do multiple different tasks
without explicit supervision. In particular, training neural
network models in a sequential scenario for a set of different
tasks causes them to forget how to perform early tasks in the
sequence, a phenomenon known as catastrophic forgetting.
This continuous learning scenario is particularly prevalent
in reinforcement learning, were it may be desirable for to
train models for multiple different environments without
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continual supervision on all environments. To address catastrophic forgetting, many methods have been proposed from
altering the network architecture to adding regularization to
the loss function. Currently, one of the most well-known
methods to mitigate catastrophic forgetting is elastic weight
consolidation (EWC) (Kirkpatrick et al., 2017), which calculates the contribution of each network parameter using
Fisher information and applies a regularization term to the
loss function on successive tasks.
In a separate line of work, neural networks have been found
to be vulnerable to adversarial examples, carefully modified
images which are indistinguishable to humans yet are able
to cause neural networks to create grave misclassifications.
Many proposals have been made to address the problem of
adversarial examples, such as custom training procedures
(Wong & Kolter, 2018; Gowal et al., 2019) or custom inference processes which can even be probably robust (Cohen
et al., 2019; Levine & Feizi, 2019).
While the vulnerability of neural networks to catastrophic
forgetting and adversarial examples have each been independently studies in numerous works, barely any research
has been performed to determine if there is a link between
these two areas. In adversarial machine learning, it has been
found that low-level features learned by adversarially robust
training can transfer between different datasets to preserve
adversarial robustness (Davchev et al., 2019). Additionally, learning general features which are common between
tasks aids efficient learning in the continuous learning scenario. Based on these observations, we seek to determine
whether adversarially robust models are able to avoid catastrophic forgetting in the continuous learning scenario due
to learning more general features and whether there is any
synergistic relationship between adversarial examples and
catastrophic forgetting.
In this paper, we evaluate the relationship between adversarial training techniques and catastrophic forgetting prevention techniques, focusing on elastic weight consolidation
(EWC) (Kirkpatrick et al., 2017) and projected gradient descent (PGD) (Madry et al., 2018). Specifically, we seek to
answer the following questions:
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1. Are PGD-adversarially trained networks equally vulnerable to catastrophic forgetting compared to nor-
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mally trained networks?
2. Is standard EWC able to preserve adversarial robustness for existing tasks in sequential learning?
3. Does estimating Fisher information from PGD adversaries improve EWC’s performance at mitigating catastrophic forgetting for adversarial accuracy?
To answer these questions, we conduct experiments using 6
baselines and 2 datasets on the class-incremental learning
scenario. For each baseline, we evaluate accuracy against
catastrophic forgetting, adversarial robustness, and forgetting of adversarial robustness using PGD and EWC.

2. Related Works
Our work builds upon fundamental techniques from adversarial examples and catastrophic forgetting. We briefly
discuss the fundamental research from both of these areas.
We refer interested readers to (Parisi et al., 2019) for a review of continuous learning and (Chakraborty et al., 2018)
for a survey on adversarial attacks and defenses.
2.1. Adversarial Examples
Initially discovered by (Goodfellow et al., 2014) and
(Szegedy et al., 2013), adversarial examples are perturbed inputs which cause neural networks to misclassify their inputs.
Previous research have shown that adversarial examples are
transferable between models (Goodfellow et al., 2014).
Two of the earliest and most well known methods for generating adversarial examples are the fast-gradient sign method
(FGSM) (Goodfellow et al., 2014) and the projected gradient descent method (PGD) (Madry et al., 2018).
The fast-gradient sign method (FGSM) (Goodfellow et al.,
2014) aims to create adversarial examples by taking the
largest l∞ -bounded step in the direction of the positive
gradient:
x(adv) = x +  sign(∇x L(θ, x, y))
Projected gradient descent (Madry et al., 2018) extends this
idea by taking multiple steps in this direction and projecting
each step to be within the -neighborhood x + S of the
original example:
xt+1 = xt + Πx+S α sign(∇x L(θ, xt , y))
To train an adversarially robust model, adversarial examples
are generated during training time and the model is trained
to correctly classify adversarial exampels.
Since the discovery of these two attack methods, many additional attack and defence methods have been proposed.

Recently, provably robust methods have also appeared for
various subsets of attacks (Wong & Kolter, 2018) and the
range of attacks have broadened with attacks being generated along perceptual manifolds (Laidlaw et al., 2020).
2.2. Catastrophic Forgetting
When training deep neural networks sequentially on multiple tasks, they often forget earlier tasks during the training
of subsequent tasks, a property known as catastrophic forgetting. In general, existing techniques for mitigating catastrophic forgetting can be classified as: architectural techniques, regularization techniques, and replay techniques.
Architectural techniques in continuous learning focus on
expanding the neural network architecture by adding new
layers or neurons as tasks accumulate. The intuition behind
this idea is that learned knowledge from previous tasks can
be encoded in the existing network and frozen while new
knowledge can be learned in new portions of the neural network. In Progressive Neural Networks (Rusu et al., 2016),
new columns of layers are added adjacent to the neural network as tasks accumulate while the existing columns are
frozen. Via adapter layers, new layers can leverage existing
knowledge learned in previous tasks.
Regularization techniques focus on constraining neural network updates such that important learned weights from
previous tasks are preserved during training on new tasks.
”Elastic weight consolidaton” (Kirkpatrick et al., 2017)
is one of the most popular regularization methods which
uses Fisher information to estimate the importance of each
weight. A similar technique known as Synaptic Intelligence
(Zenke et al., 2017) estimate parameter weights in an online
way during training along the entire learning trajectory.
Replay techniques, or rehersal techniques, attempt to mitigate catastrophic forgetting by ensuring that the response of
neural networks to specific saved inputs remains the same
during training of new tasks. (Robins, 1995) propose a
pseudo-rehersal strategy which performs replay to ensure
that the model continues to produce the same output on
random inputs when training on new tasks. Since then, new
replay methods have been proposed which use generative
adversarial networks (GANs) to sample training data for
replay purposes (Shin et al., 2017; Wu et al., 2018).
Methods have also been proposed which apply multiple
techniques to mitigate catastrophic forgetting. (Wen & Itti,
2019) propose combining EWC with task-dependent memory units into their network to capture adversarial subspaces.
While they achieve a high accuracy on a 3-task split of
MNIST and CIFAR-10, their approach requires knowing
the task-ID at inference time. Additionally, their network
scales linearly with the number of tasks due to the addition
of memory units.
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3. Training Methods
We provide a brief overview of projected gradient descent
(PGD) and elastic weight consolidation (EWC). Then we
discuss adversarial elastic weight consolidation (AEWC),
an extension to EWC which uses adversarial examples to
estimate the Fisher information.
3.1. PGD Training
One of the most popular methods to train models robust
against adversarial examples is using projected gradient
descent (PGD) adversarial examples (Madry et al., 2018).
PGD adversarial examples are generated from differentiating through the model to calculate the gradient of the loss
with respect to the input images. Then for each gradient descent step, a projection operation Π is applied such that the
adversarial example generated is within some  ball x + S
around the original example x. For l∞ adversaries, Madry
et al. extend the fast gradient sign method (FGSM) by using
steps with size η based on only the sign of the gradient:

xt+1 = Πx+S xt + η sgn (∇x L (θ, x, y))
(1)
By training on l∞ adversarial examples generated using
PGD, the trained model acquires some degree of robustness against adversarial examples generated using the same
method and norm.
In other norm-bounded adversaries such as l1 and l2 adversaries, PGD is performed using l1 or l2 normalized gradient
steps with step-size η rather than steps based on the sign of
the gradient:


∇x L(θ, x, y)
t+1
t
x
= Πx+S x + η
(2)
k∇x L(θ, x, y)k
3.2. EWC Training
A simple and popular way of mitigating catastrophic forgetting in a sequential learning setup is EWC (Kirkpatrick
et al., 2017). EWC is a regularization method based upon a
Baysian approach. In Bayesian learning, we wish to minimize the posterior p(θ|DA , DB ) for two tasks A and B and
their associated distributions DA and DB . Using Baye’s
rule, this can be written as
log p(θ|DA , DB ) = log p(DB |θ)

(3)

+ log p(θ|DA ) − log p(DB )
Here, log p(DB |θ) is our standard loss function LB for task
B and log p(DB ) is a constant which can be disregarded
for optimization purposes. Kirkpatrick et al. approximate
log p(θ|DA ) using the Fisher information F to arrive at the
final loss function:
λEW C X
∗
L(θ) = LB (θ) +
Fi ∗ (θi − θA,i
)2 (4)
2
i

Online EWC (Schwarz et al., 2018) extends this idea by
accumulating the Fisher information over several tasks. For
task t, online EWC first estimates the new Fisher information F̂t and accumulates it as follows:
Ft = F̂t + λf Ft−1

(5)

By doing so, only one set of Fisher information weights and
network weights needs to be preserved in memory during
training regardless of how many tasks are trained.
3.3. Adversarial EWC Training
Algorithm 1 PGD + AEWC Training Loop
Initialize model fθ
f isher = 0 ∗ θ
optimizer = Adam()
N0 = 0
for task t do
θ0 = θ
Nt = Nt−1 + size(task t dataset)
for iteration i from 1 to max iterations do
x, y = getMinibatch(t)
x0 = getPGDAdversary(x, y, fθ )
logits = fθ (x0 )
loss = crossEntropy(logits, y)
+λEW C ∗ f isher ∗ |θ − θ0 |2 /Nt
loss.backwards()
optimizer.step()
end for
// Compute Fisher information using PGD
new f isher = 0
for x, y in task t dataset do
x0 = getPGDAdversary(x, y, fθ )
logits = fθ (x0 )
loss = crossEntropy(logits, y)
new f isher = new f isher + loss.grad2
end for
f isher = λf * f isher + new f isher
end for

Whereas standard EWC estimates Fisher information using
gradients from standard training examples, we also evaluate
whether estimating Fisher information from PGD adversarial examples can help improve adversarial accuracy in
the continuous learning scenario. We formulate adversarial
EWC, or AEWC, by estimating the Fisher information as
follows:

F̃ ≈

2
N 
X
∂
`({xi,adv , yi }|θ)
∂θ
i=1

(6)
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Table 1. Test Accuracy for Ordinary Baseline
DATASET
C IFAR -100
COR E 50

T OTAL ACCURACY
44.23%
67.24%

4.1. Datasets

Figure 1. Examples of CIFAR-100 images (sorted in order of labels
1-100). Each row represents examples for a single task. For each
task, the network needs to classify objects from 10 categories.

Here, {xi,adv } represents adversarial examples computed
from our training examples using PGD and ` represents the
negative log-likelihood (cross-entropy) loss function. Our
final loss will be similar to EWC, with F replaced by F̃ :

p

L(θ) = LB (θ) +

λX
∗
F̃A,i ∗ (θi − θA,i
)2
2 i=1

(7)

Our full training loop including PGD and AEWC regularization is outlined in Algorithm 1.

4. Evaluation
To evaluate the interaction and relationship between adversarial learning and catastrophic forgetting, we conduct experiments training different models with and without PGD
adversarial training and EWC catastrophic forgetting regularization. For our continuous learning scenario, we use a
class-incremental learning setup where a neural network is
trained sequentially on new disjoint sets of image classes.
For each of our baselines, we measure the classification accuracy and adversarial classification accuracy on the test set
after training each task. An overview of our testing setups
is shown in Table 2.

We conduct our continuous learning experiments on two
datasets: CORe50 (Lomonaco & Maltoni, 2017) and
CIFAR-100 (Krizhevsky, 2009). For each dataset, we use a
class-incremental learning scenario where different classes
of images are shown to the classifier for each task. In this
scenario, the task boundaries are known at training time
since we train using the ground truth classes. At test time,
we assume that we do not know the task associated with
each input. While there are other continuous learning scenarios, such as task-incremental learning where the task-ID is
provided at test time (van de Ven & Tolias, 2019), we focus
on the class-incremental learning scenario as CORe50 and
CIFAR-100 are single-incremental task datasets (Maltoni &
Lomonaco, 2019).
The CIFAR-100 dataset (Figure 1) consists of 32x32 pixel
sized natural images of 100 object categories like beaver,
ray, bottles, apples, clocks, etc. The dataset consists of 500
training and 100 testing images per category. We use 5% of
the training images for validation and the rest for training.
Here as well, we use a class-incremental learning setup. We
divided the 100 categories into 10 tasks where each task
contains 10 categories each. This division was done based
on sorted class labels, ie., label 1 to 10 belong to task 1,
label 11 to 20 belong to task 2, and so on. During training,
the order of images may change within each task but the
order of tasks remain fixed.
The CORe50 dataset consists of video recordings of 50
household objects. Each object has 11 video recordings, or
sessions, 300 frames long and is considered its own class.
There are 10 types of objects including plug adapters, mobile phones, scissors, light bulbs, cans, glasses, balls, markers, cups, and remote controls each with 5 instances. We
use sessions 1, 2, 4, 5, 6, and 8 for training with sessions
9 and 11 for validation. Sessions 3, 7, and 10 are used for
testing. For our experiments, we use an class-incremental
learning setup where each task is to classify images of 10
objects from 2 types. That is, the first task is to identify
images of the 5 plug adaptors and 5 mobile phones. The
second task is to identify images of the 5 scissors and 5 light
bulbs. During training, the order of images within each task
are randomized but the order of tasks is fixed.
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Figure 2. Cumulative accuracy results on the Cifar-100 dataset.
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Figure 4. Total accuracy results on the Cifar-100 dataset.
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Figure 3. Cumulative PGD adversarial accuracy results on the
Cifar-100 dataset.

4.2. Models
Following (Maltoni & Lomonaco, 2019), we conduct our
evaluations using variations of existing image classification
networks. Each model has individual outputs for each class
and hence each task. Because logit outputs are disjoint
between classes and we consider logits from all possible
classes, we do not need to know the class of each input at
test time.
For CIFAR-100, as in (Maltoni & Lomonaco, 2019), we use
the default Keras CIFAR-10 CNN as described in (Zenke
et al., 2017). It is a small network that accepts 32 × 32 images and has 4 convolutional layers. As opposed to (Maltoni
& Lomonaco, 2019), we do not pre-train the model with
CIFAR-10 dataset as we could achieve comparable accuracy
without pre-training.
For CORe50, we modify GoogLeNet (Szegedy et al., 2015)
to accept 128 × 128 images by setting the first convolutional
layer to have stride 1 and padding 0 as done in (Maltoni
& Lomonaco, 2019). During fine-tuning of the pretrained
model, we ignore the 2 intermediate outputs and only consider the logits produced at the end of the network. We
train for 4 epochs per task and with the Adam optimizer’s
learning rate set to 0.001.
4.3. Baselines
To evaluate our hypotheses, we train multiple classifiers
according to the following baselines:
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Figure 5. Total PGD adversarial accuracy results on the Cifar-100
dataset.

1. Ordinary training with all classes
2. Sequential training (Naive)
3. Sequential EWC training (EWC)
4. Sequential PGD training (PGD)
5. Sequential PGD and EWC training (PGD+EWC)
6. Sequential PGD training and Adversarial EWC training
(PGD+AEWC)
Ordinary training represents the scenario where images of
all classes are presented to the network during training. This
provides an optimal baseline for all sequential models. Our
primary baseline for catastrophic forgetting is (EWC) and
our primary baseline for adversarial training is (PGD). In
PGD+EWC, the model is trained using adversarial examples
but the Fisher information from EWC is computed using
clean examples. In PGD+AEWC, the Fisher information is
computed from only adversarial examples.
For all sequential baselines we train using cross-entropy
loss taken with respect only to the classes within each task.
For instance, if task 2 involves classifying images from
classes 10 − 19, then only the logits for those classes are
input into the cross-entropy loss during training for task 2.
However, at test time, we use all logits. Unless otherwise
stated, accuracy measures are computed using all logits,
including those represented classes from other tasks.
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Figure 6. Task-wise accuracies for Task 1, 2 and 3 during sequential training on the Cifar-100 dataset.
&,)$57DVN$GYHUVDULDO$FFXUDF\

&,)$57DVN$GYHUVDULDO$FFXUDF\

&,)$57DVN$GYHUVDULDO$FFXUDF\

$FFXUDF\



%DVHOLQH
1DLYH
3*'
(:&
3*'(:&
3*'$(:&
















7DVNV7UDLQHG





















7DVNV7UDLQHG





















7DVNV7UDLQHG









Figure 7. Task-wise PGD adversarial accuracies for Task 1, 2 and 3 during sequential training on the Cifar-100 dataset.

For PGD adversarial training, we present results on training
and testing using l∞ adversarial examples. We use a step
size of 1.5 and an  size of 8/255 ≈ 0.031 following (Madry
et al., 2018). For EWC training, we accumulate Fisher
information weighing by the number of examples in each
task which is roughly equal. That is, we use λf = 1 to
accumulate Fisher information and then divide the Fisher by
the total number of examples in the loss function as shown
in Algorithm 1.
4.4. Metrics
We present our catastrophic forgetting results in three formats: cumulative accuracy on a growing test set, total accuracy on a fixed test set, and per-task accuracy. For our
cumulative baseline, we present only the accuracy of the
final model since training is not sequential. Cifar-100 results
are presented in the main text while CORe-50 results are
presented in the supplementary material.
Our first format is cumulative accuracy on a growing test
set. In this format, after each task, we compute the accuracy
only on test examples from classes we have already trained
on. Furthermore, the predicted class is computed only using trained logits. This accuracy represents the scenario
where new classes or tasks are accumulated over time and
added into the model in the form of new neurons in the last
layer, however training examples from previous classes are
no longer available for replay. Our results for cumulative
accuracy are shown in Figure 2 with adversarial cumulative
accuracy in Figure 3.

Table 2. Testing Setups

C LASSES
TASKS
M ODEL
L AYERS
E POCHS
BATCH S IZE
O PTIMIZER
λEW C

C IFAR -100

COR E 50

10 * 10
10
C IFAR -10 CNN
6
50
256
A DAM (0.001)
5E5

10 * 5
5
G OOG L E N ET
22
4
32
A DAM (0.001)
5E5

Our second format is the total accuracy on a fixed test set. In
this format, we present results on the entire dataset including
test examples from yet-to-be seen tasks. The prediction is
computed from all logits in the final layer at the end of each
task. This represents accuracy for the scenario where the
input data is improperly sorted. Our results for total accuracy are shown in Figure 4 with adversarial total accuracy in
Figure 5. Total accuracy for the ordinary training baseline
is shown in Table 1.
Our final format is per-task accuracy. Per-task accuracy
allows us to visualize how the network forgets earlier tasks
as it is trained on new tasks. Each plot shows the results on
all test set examples for a single task. Results are calculated
without slicing logits to only previously trained tasks so
performance on existing tasks may increase as weights for
the final layer represented new classes are trained. Our
results for per-task accuracy are shown in Figure 6 with
adversarial per-task accuracy Figure 7.
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5. Discussion
5.1. Results
Looking at Cifar-100 and CORe50 results, we see that EWC
alone achieves the best cumulative and total accuracy between all sequential baselines as shown for Cifar-100 in
Figure 2, Figure 4. Our PGD baseline yields lower performance than our naive baseline during training of the first
task which is shown in task 1 of Figure 2. This is expected as
adversarial training comes with a small penalty to clean accuracy. We observe that our PGD robust baseline is equally
vulnerable to catastrophic forgetting with PGD forgetting at
the same rate as naive baseline in Figure 6.
When it comes to adversarial accuracy, i.e. robustness
against adversarial examples, the baselines trained with
PGD are yield better accuracies than baselines trained without PGD. However without EWC, the PGD baselines’ adversarial accuracy quickly drops below that of our EWC
baseline which is not trained for adversarial robustness as
seen in Figure 7. When comparing catastrophic forgetting
of our PGD baseline and our PGD+EWC baseline, we see
that computing fisher information based on clean examples
allows EWC to preserve adversarial robustness while training on new tasks, as shown in Figure 7. Furthermore, we
observe that adversarial accuracy declines at the same rate
as clean accuracy in the continuous learning scenario for
our PGD+EWC baseline. This suggests that EWC on clean
examples is sufficient to preserve adversarial accuracy.
From our results, the PGD+AEWC baseline does not yield
a consistent benefit over the PGD+EWC baseline. For Cifar100, our PGD+AEWC baseline yields slightly better accuracies on both clean examples and adversarial examples as
shown in Figure 3 and Figure 5. However, the opposite is
true for CORe50 as shown in the partial and total adversarial
accuracy plots for CORe50.
5.2. Limitations
Although we evaluate with two different datasets and two
models, our evaluation currently focuses only on l∞ PGD
adversaries. Furthermore we only consider PGD and EWC
as they are the most popular methods in the areas of adversarial examples and catastrophic forgetting respectively. We
leave further exploration with additional methods to future
work.
In our experiments, we also observe a trade-off between
EWC and naive training. As EWC regularization constrains
the optimization process in additional tasks, the initial clean
accuracy for subsequent tasks is reduced compared to the
naive baseline. This trade-off is tuned in the weight λEW C
of EWC regularization in the loss function. Furthermore,
the empirical Fisher approximation is not always a good
estimate of the true Fisher information as noted in (Kunstner

et al., 2019), meaning the final EWC regularization may not
be a good estimate for the posterior p(θ, DA ).

6. Conclusion
In this paper we evaluate the relationship between adversarial robustness and catastrophic forgetting. To accomplish
this, we compare 6 training methods based on various combinations of projected gradient descent and elastic weight
consolidation in the class-incremental learning scenario.
Based on our empirical experiments, we observe the following:
1. PGD adversarially robust models are equally vulnerable to catastrophic forgetting. Furthermore, adversarial
accuracy decays at the same rate as clean accuracy.
2. EWC when computed on clean examples is able to
preserve adversarial accuracy in PGD-trained models
in sequential learning.
3. Performing adversarial EWC by computing Fisher information from adversarial examples does not yield
a consistent benefit over performing EWC on clean
examples.
While we examine one of the most popular methods for
adversarial training and one of the most popular regularization methods for mitigating catastrophic forgetting, our
evaluations are not comprehensive. Future work may focus
on examining whether there are any interactions between
other forms of adversarial robustness and other forms of
mitigating catastrophic forgetting.
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